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CLASS ASSIGNMENT

Prior to this lesson:
Read Firefighter's Handbook, Chapter 30, 
pages 856-872

Length:
3 hours, 20 minutes

Equipment/Supplies:
Course outline


Transparency masters--Chapter 30


PowerPoint Presentation--Chapter 30


Overhead projector, slide projector, or LCD display

OBJECTIVES*

After completing this lesson, students should be able to:

· Discuss potential target locations. (A)

· Discuss the indicators of potential terrorist activity. (A)

· Describe incident actions to be taken at a terrorist attack. (A)

· Describe additional hazards likely at a terrorist attack. (O)

· Describe other specialized resources to assist with a terrorist attack. (O1)

· Describe methods of requesting federal assistance. (O1)

· Identify common agents that may be used in a terrorist attack. (A)

*Instructor's note: In the Hazardous Materials section, NFPA 1001 requires that the student receive hazardous materials training at either the Awareness or Operations Level. The Hazardous Materials section will identify which objectives are Awareness (A) or Operations (O) level. If the information exceeds the Operations level, these are noted with an (O+), which is Operations plus and is not an NFPA level.

INTRODUCTION

Firefighter's Handbook, pages 858-860

Time: 15 minutes

Key Points

· Regardless of the origin, the potential for terrorism exists in the United States, and has to remain in the firefighter's thoughts while responding to any incident.

· Many criminals are protecting themselves with body armor and fortified vehicles.

· Street violence that can be associated with gangs is increasingly violent, and when people are killed or injured the fire service is normally called into action.

· The workplace is also becoming an increasingly dangerous place to be.

· Crimes are becoming more violent, and it is believed that this trend will continue to increase.

· Emergency responders are immediately placed into dangerous situations, and can get caught in the crossfire.

· Responders need to be aware of the various chemicals and devices that someone may design to kill them and others in their community.

· The best defense against terrorism is education and the hope of staying one step ahead of the terrorist.

TYPES OF TERRORISM

Firefighter's Handbook, pages 860-861

Time: 15 minutes

Key Points

· The types of terrorism are divided into two distinct areas: foreign-based and domestic.

· To be foreign-based, the motivation or supervision for terrorists must come from a foreign country.

· Domestic terrorism originates from within the United States and is not influenced by any foreign party.

· The FBI defines terrorism as a violent act or an act dangerous to human life, in violation of the criminal laws of the United States or any segment, to intimidate or coerce the government, the civilian population, or any segment thereof.

· Many responses that would have been routinely handled in the past must now be treated much differently.

· The terrorist's motivation is usually to produce fear among the general public or the government.

· A terrorist can also incite this fear by planting the thought of a potential terrorism (threat) by devising a hoax.

POTENTIAL TARGETS

Firefighter's Handbook, pages 861-862

Time: 20 minutes
Key Points

· Potential targets exist throughout every community in the nation and can be commercial buildings, high-rise buildings, and even residential homes.

· Whether the objective is murder or terrorism, the danger to the responder is the same.

· Many of the potential targets of terrorism have not been buildings at tall but an event where large numbers of people are present.

· First responders should have some pre-plans for these types of locations.

· An act of terrorism can be accomplished by simply putting syrup of ipecac in the ketchup container beside a hot dog vendor at a sports arena.

· Terrorism incidents can very quickly overwhelm the responders and their whole emergency response system.

· Certain dates have significance to several militant groups.

· To learn which groups are active, it is relatively simple to use a web browser and search the Internet for many of these groups, since most have web sites.

INDICATORS OF TERRORISM

Firefighter's Handbook, pages 863-864

Time: 30 minutes
Key Points

· An explosion or explosive device is the most common tool of the terrorist.

· The most commonly used device is a pipe bomb.

· In this day and age, any unusual package should be suspected of containing explosives and should be dealt with by a bomb technician.

· The presence of chemicals or lab equipment in an unusual location is also an indication of a possible illegal activity.

· When looking at chemicals or a lab, three possibilities may come to mind: drug making, bomb making or terrorism agent production.

· It is possible, but very unlikely, that a responder would locate a facility attempting to make a terrorism agent such as Sarin.

· A responder in a small community or a rural setting is more likely to run across any of these types of production areas.

· A call should go simultaneously for the police, the HAZMAT team, and the bomb squad.

· Another potential act of terrorism is an intentional release of chemicals into a building or the environment.

· Finding chemical containers such as bottles, bags, or cylinders in unusual locations would also be suspect.

· EMS providers will probably be the first group to identify the use of a chemical agent.

· When distributing a warfare agent, the explosive device will usually not have a destructive effect on the building or the surrounding area.

· As with the other responses, unusual odors or a vapor cloud may be an indicator that chemicals have been released.

· It would also be suspicious to respond to an office building or a house and notice unusual security measures of the type that are not normally seen in that occupancy.

INCIDENT ACTIONS

Firefighter's Handbook, pages 864-866

Time: 30 minutes
Key Points

· A terrorist incident combines four types of emergency responses into one large incident.

· The first-in companies at these types of incidents can easily be overwhelmed and will be committed to basic actions.

· The handling of a 100-person mass casualty incident is difficult and has the potential to overload the IMS.

· Responders should examine their response systems and determine how many patients present concerns.

· At a terrorism incident, various agencies will be responding with different objectives and agendas in mind.

· The other aspect of a suspected terrorism incident will be the massive 
response from the federal government.

· In most cases, the minimum response to a suspected terrorism incident would come from the FBI, initially from the local agent.

· If terrorism is suspected, the FBI is the lead agency of the incident.

· In general, a unified command is recommended at a terrorist incident.

· The magnitude of response to a terrorism incident can be the most difficult part of the incident to manage.

· Response groups consisting of two to seventy responders may arrive 
uninvited, all trying to assist with the incident.

· Another group that can also overwhelm the system is the media.

· A lack of accurate information can be disastrous to an incident by causing a deterioration of the incident and creating more hysteria than is already present.

· One of the most important issues that will arise, other than the life safety hazard, is that of evidence preservation.

· The collection of evidence is primarily a law-enforcement responsibility.

· A cooperative effort is needed to combat a terrorist act.

GENERAL GROUPINGS OF WARFARE AGENTS

Firefighter's Handbook, pages 866-868

Time: 30 minutes
Key Points

· Terrorists could use any of a number of possible warfare agents.

· Weapons of mass destruction (WMD) are commonly used by the military.

· The other two classifications of warfare agents are nuclear, biological, and chemical (NBC), or biological, nuclear, incendiary, chemical, and explosives (BNICE).

· The military has devised a naming system for many of the agents.

Nerve Agents

· Nerve agents are related to organophosphorous pesticides and include Tabun, Sarin, Soman, and V agent.

· They were designed for one purpose: to kill people.

· The chemical and physical properties of these agents hinder their ability to be effective as a stand-alone killer.

· The materials will not stay in aerosol form for very long, and they have a very low vapor pressure and thus will not create vapors.

Incendiary Agents

· For the sake of classification, incendiary agents are placed into the chemical classification, because chemicals are used in these devices.

· The standard Molotov cocktail is an example of an incendiary device that could be used by a terrorist.

Blister (Vesicants)

· The category of vesicants or, as they are more commonly called, blister agents, includes chemical compounds called mustard, distilled mustard, nitrogen mustard, and lewisite.

· One large concern with these agents is the fact that the effects from an exposure can be delayed from 15 minutes to several hours.

· Quick identification of a blister agent is a key to keeping the victims safe.

Blood and Choking Agents

· The four chemicals noted below are also common industrial chemicals.

· Blood agents include hydrogen cyanide and cyanogen chloride.

· Both of these materials are gases that disrupt the body's ability to use the oxygen within the bloodstream.

· The choking agents, chlorine and phosgene, are very common in industry.

· Any community with a water system or swimming pool has some form of chlorine.

· A small amount of chlorine can be very deadly, or at a minimum, can 
create a substantial panic in the community.

Irritants (Riot Control)

· The most commonly used materials that are classified as terrorism agents are irritants, and include mace, pepper spray, and tear gas.

· The use of one small container can affect large numbers of people and make them immediately symptomatic.

· The response to one of these incidents is difficult because patients with real medical problems need treatment and the source of the irritant is often difficult to identify.

Biological Agents and Toxins

· The most likely agents to be used in a terrorism scenario are biological agents and toxins.

· Out of all of the agents for a terrorist to make, this group is the easiest.

· These agents are difficult to distribute effectively, and in some cases exposure to sunlight may neutralize many of these agents.

· Anthrax is a naturally occurring bacterial disease that is commonly found in dead sheep.

· To produce fatal effects, the type of anthrax required is called military-grade anthrax and is very difficult to produce.

· Although ricin is easy to make, the required distribution method leaves a lot to be desired because it must be injected to be truly effective.

· After explosives, ricin is the leading choice of domestic terrorists, and several times a year someone is arrested for possession of ricin.

Radioactive Agents

· The use of an actual nuclear device as a terrorism agent is unlikely and very improbable, given the security that normally surrounds these materials.

· The amount of agents required and the specific type necessary also make their use for terrorism unlikely.

· There is a potential, however, for nuclear material to be used in an incident.

· The perception to the public, and to many responders, is that this would be a radioactive disaster.

· Unless put into perspective with good public information disseminated, there would be a tremendous concern in the community.

Other Terrorism Agents

· Although considerable emphasis is placed on warfare agents, in reality many other common industrial or household materials can be just as deadly.

· The most likely terrorism scenario is a pipe bomb, followed by the use 
of ricin.

· The FBI bomb data center reports that out of the 3,000 bombings each year, there have historically only been two large bombings, but the small bombs kill an average of 32 people and injure 277 people each year.

DETECTION OF TERRORISM AGENTS

Firefighter's Handbook, page 869

Time: 30 minutes
Key Points

· The detection of terrorism agents is difficult, and given the potential circumstances is done under severe conditions.

· The confirmation that a terrorist agent has been used is difficult to prove because they are extremely hard to detect.

· The only current methods of detecting warfare agents are adapted from the military.

· Electronic detection devices, dipstick-type tests, and wet chemistry tests are available means for detecting terrorism agents.

· Tests are available for only five biological agents and the accuracy is limited.

· In some cases, standard civilian detection devices, such as photo-
ionization detectors, also play a role in the detection of terrorism agents.

· Other tests are used by HAZMAT teams that have applicability in the detection of terrorism agents.

FEDERAL ASSISTANCE

Firefighter's Handbook, pages 869-871

Time: 20 minutes
Key Points

· The federal government has established roles and responsibilities in the event that an act of terrorism occurs, and these roles are provided in regulation PDD 39.

· The Federal Emergency Management Agency (FEMA) becomes the lead agency when the incident is no longer in the emergency phase. The FBI has the Hazardous Materials Response Unit (HMRU) that provides identification, mitigation assistance, and evidence collection.

· A response from FEMA will vary with the incidents.

· The Urban Search and Rescue (USAR) teams fall under FEMA, and are activated by following the emergency management chain from the local level to the state level and then to FEMA for activation.

· USAR teams provide expertise in heavy rescue operations, such as a building collapse.

· This team of sixty-two people is comprised of rescue specialists, dog search teams, medical specialists, communication specialists, and an engineering and rigging component.

· The unfortunate thing is that the USAR teams have a delayed response because it takes them several hours to become airborne.

· A number of other agencies may be involved in the event of an incident.

· The army has the Technical Escort Unit (TEU) that is assigned to provide escort service for warfare agents and to be the troubleshooting group in the event of a released warfare agent or explosive incident.

· Team members handle chemical, biological, and explosive materials, and other hazardous materials.

· TEU is a self-contained unit and has the lab resources of the Chemical and Biological Defense Command (CBDCOM).

· The marines have a unit known as the Chemical and Biological Incident Response Forces (CBIRF). This unit responds to acts of terrorism across the world, and has three main components: decontamination, medical, and security.

· These resources integrate within the local system, usually hidden away from the public, and are immediately available.

· Other federal programs exist to respond, and also train, for a terrorism response.

WRAP-UP

Time: 10 minutes

Key Points

· The response to a potential terrorism incident can be very challenging, and every responder must be alert to the possibility of such an incident.

· Be aware of the potential for secondary devices and request HAZMAT and bomb squad assistance quickly.

· There are many federal resources available to assist firefighters in the event of a terrorism incident.

· While these incidents may not be preventable, being prepared to respond to these incidents is very important.

· Training, and trying to stay a step ahead of the terrorists is the best that can be done.

Instructor's note: Explain to students the testing requirements and what they will need to do to complete the course.

